MpunoxeHune Ne2. MHthopMaLMOHHas namsTKa 4n 06yyaroLmnxca Ans pasMeLeHns Ha
ohuumanbHbIX VIHTepHET-pecypcax

C KaXabIM rofloM MOJIOAEXMN B UHTEPHETE CTAHOBUTbLCS 6GO/bLLUE, a LIKOMbHUKWA OAHU 13
caMblX aKTVMBHbIX MONb3oBaTeneid PyHeTa. Mexay Tem, MOMMMO OFPOMHOIO KONMYecTBa

BO3MOXKHOCTEW, WHTEPHET HEeCeT U I'IpOGfIGMbI. JTa nNamATKa [0/KHA NMoMoYb Tebe 6e3onacHo
HaxoanTbCA B CETW.

KoMnblOTepHble BUpPYCI

KoMnbloTepHbIA  BMPYC -  9TO  PasHOBWAHOCTb  KOMMbIOTEPHBLIX  MPOrpamm,
OT/INYNTENbHON  OCOBEHHOCTBIO  KOTOPOW  SIBNISIETCA  CMOCOGHOCTb K pasMHOXeHU. B
[0MO/HEHVE K 3TOMY, BMPYCbl MOTYT MOBPEAWUTb MM MOMHOCTbIO YHUYTOXWTb BCe (halinbl U
[aHHble, MOAKOHTPO/IbHbIE MOMb30BATENO, OT UMEHM KOTOPOro 6bina 3amylleHa 3apakeHHast
nporpavMma, a TaKXe MOBPeAUTb WM AaKe YHWUTOXMTb OMepaLyoHHYH CUCTEMY CO BCEMU
thalinamm B LesoM. B 6ONbLUMHCTBE C/ly4YaeB PacnpoCTPaHSOTCS BUPYChI Yepe3 UHTEPHET.

MeToAb! 3aLMTbl OT BPeAOHOCHbLIX NMPOrpamMm:

1 Wcnonb3yii COBpeMeHHbIE OMepaLMOHHble CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb
3alMThl OT BPELOHOCHBIX NPOrpamm;

MocTosHHO YycTaHaBnMBal navytv (LMGPOBbIE 3annaTKW, KOTOPble aBTOMATUYeCKu

yCTaHaBNMBAKOTCA C LIeNb0 [JopabTKM nporpaMmbl) U Apyrve OBGHOBNEHWS CBOE

onepaumoHHO cucTeMbl. CkauvBali UX TOMbKO C OPULMAIBHOrO cainTa paspaboTumka

OC. Ecnun cyLLeCTBYET PeXXmMM aBTOMATUYeCKOro 06HOBNEHNUS, BK/IOUN €ro;

3. PaboTali Ha CBOEM KOMMbIOTEPE MOA npaBamMy No/b30BaTeNs, a He agMUHUCTPaTopa.
3T0 He NO3BOMUT OGOMbLUMHCTBY BPELOHOCHBLIX MPOrpaMMm WHCTaIIMPOBATbCS Ha
TBOEM MEPCOHa/IbHOM KOMMbIOTEPE;

4. cnonb3yil aHTUBMPYCHbIE NMPOrpaMMHble NMPOAYKTbl U3BECTHLIX NPOVU3BOAUTENEN, C
aBTOMaTU4eCcKMM 06HOB/EHVEM 6as3;

5. OrpaHvyb Gu3nYecKnii JOCTYN K KOMMNbIOTEPY 415 MOCTOPOHHUX NINL;

6. Mcnonb3yii BHELWHNE HOCUTENW MHDOPMaLMK, TaKne Kak dneLka, AUCK unn ainn m3
WHTEPHETa, TOMIbKO 13 NPOtepeHHbIX NCTOYHUKOB;

7. He OTKpbiBaili KOMMbIOTEPHbIE (halifibl, NOMYYEHHble U3 HeHALEXHbIX WCTOYHUKOB.

Jaxe Te haiinbl, KOTOpble Npucnan TBOW 3HAKOMbIW. Jlyulle YTOUYHU Y Hero,
OTMPaBAsAN N OH Tebe mX.

CeTn WI1-F1

Wi-Fi - 3T0 He BMA nepeaayn JaHHbIX, He TEXHOMOMUS, a BCEr0 NuLlb OpeHs, Mmapka. Elle
B 1991 roay HuAepnaHAcKas KomnaHus 3apeructpupoBana 6peHg «WECA», 4to 0603Ha4vano
cnoBocoyeTaHne «Wireless Fidelity», KOTopbIil NepeBOANTCS KaK «6eCcrnpoBOAHas TOYHOCTb.

[o Hawero BpemMeHW pfolwuina fApyras abbpeBuaTypa, KOTOpasi SBNSETCA TaKoW e
TexHonorner. 1o abbpesnatypa «Wi-Fi». Takoe HasBaHWe ObII0 JaHO C HAMEKOM Ha CTaHaapT
BbICLLMIA 3BYKOBOI TeXHUKM Hi-Fi, 4To B nepeBo/e 03Ha4aeT «BbICOKas TOUHOCTb».

[a, 6ecnnaTHblli UHTEPHET-AOCTYN B Kade, OTeNsX U adponopTax SBNSETCS OT/MYHON

BO3MOXXHOCTbIO BbIX0/la B UHTEPHET. HO MHOIMe 3KCnepThl cumnTaroT, 410 06LIeaocTynHble Wi-
Fi ceT He ABnAOTCA 6e30NacHbIMU.

CoBetbl No 6e3onacHocTH paboTe B 06LLeA0CTYMHbIX ceTax Wi-fi:



He nepefasali CBOK NIMYHYHO WMHGOpMaUMio Yepe3 obwenoctynHole Wi-Fi cetw.
PaboTas B HWUX, >XenaTe/lbHO He BBOAWTb Mapoin LOCTYNa, JIOTWHbI U Kakue-To
HOMepa;

Vcnonb3yin 1 06HOBNSAN aHTUBMPYCHbIE MporpaMMbl U GpaHamMayep. Tem cambIM Tbl
obe3onacuilb cebst 0T 3aKauku BUpYCa Ha TBOE YCTPOWCTBO;

Mpn wncnonb3oBaHun Wi-Fi oTKMOUM GyHKUMIO «O6WMiA AocTyn K dhaiinam u
npuHTepam». JlaHHad (yHKUMA 3akpblTa M0 YMOMYaHWI0, OfHAaKO HeKOoTopble
nofb30BaTeNn aKTUBUPYIOT €€ Ans ya06CcTBa MCMOMb3oBaHMS B paboTe uan yuebe;

He ucnonb3yii ny6nnunbin WI-FI ans nepegayunm AMUHbIX AaHHbIX, Hanpumep Ans
BbIX0/a B COLMabHbIE CETV WM B 3N1EKTPOHHYIO MOYTY;

Mnonb3yin TONbKO 3allmuieHHoe coefnHeHue yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-apeca BBOAN MMEHHO «https://»;

B mobunbHOM  TenedioHe  OTKMOUM  yHKUMIO  «[MogkntoveHne kK Wi-Fi

aBTOMaTUYeCcKu». He gonyckaii aBTOMaTUYeCKOro NoAgKItoYeHNs YCTPORCTBa K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CoumasnbHble ceTH

CoumanbHble CETU aKTVBHO BXOAST B Hally XW3Hb, MHOTVe 0AM paboTalT U XKUBYT
ram nocTosiHHO, a B Facebook y)ke 3apeructpupoBaH Munnmapg YesnoBek, UTO SIBNSETCA OfHOM
CeabMOi Bcex XWTeneil nnaHeTbl. MHOrMe Nonb3oBaTeNM He MOHUMAOT, YTO WMH(OPMALWS,

pasmelLeHHas UMW B COLMaTbHbIX CETSX, MOXET ObiTb HaliieHa ¥ MCNob3oBaHa KeM yrogHo, B
TOM UMCAe He 0653aTeNbHO € 61arMMn HaMepeHUsaMK,

OCHOBHbIe COBETbI M0 6€30MacHOCTU B couna/ibHbIX CeTAX:

1

2.

OrpaHnyb CNMcoK fApysei. Y Tebsi B Apy3bsAX He A0/MKHO ObiTb CAy4aiHbIX W
He3HaKOMbIX J0Jel;

3almuiari CBOK 4acTHYHK >XM3Hb. He ykasblBail maponu, TenedoHbl, agpeca, Aaty
TBOEr0 POXAEHUA W APYTYH JIMYHYKO WH(OPMaLMIO. 3/10YMbILLIEHHUKN  MOTYT
MCNOMb30BaTh AaXKe WMH(OPMaUMIO O TOM, KaK Tbl M TBOW POAMTENN NnAaHMpyeTe
MPOBECTU KaHWKY/bl;

3alluiiar CBOKO penyTauuio - epXXu ee B YACTOTe W 3ajaBali cebe BONpPOC: XOTen Obl
Tbl, YTOObI Apyrve nonb3oBaTeNn BUAENM, YTO Thbl 3arpyxaewb? Mogymaid, npexae
4em 4YTO-TO ONy6/IMKOBaTb, HaNMCaTb W 3arpy3unTb;

Ecnm Tbl roBopuilb C NHOAbMW, KOTOPbIX HE 3HaeLlb, HE MUCMOMb3yl CBOE peasibHoe
UMA W OPYTYHO JIMYHYKO MH(OpMauun: UMS, MeCTO >KUTEeNbCTBa, MeCTO y4yebbl U
npoyee;

W36eraii pasmelleHns goTorpagmii B IHTepHeTe, rae Tbl N306paXKeH Ha MeCTHOCTH,
M0 KOTOPOI MOXHO OMNpejenuTb TBOe MECTOMOJIOXEHNE;

Mpwy permcTpaumm B CoumanbHOW CETU HEOOXOAMMO MCNOMb30BaTh CNOXHbIE NaponK,
cocTosiLLme 13 BYKB 1 LUMpP 1 C KONIMYECTBOM 3HAKOB He MeHee 8;

[ns coumanbHO ceTu, NOYTbI U APYrMX CanToB HEOOXOAUMO MCMOMb30BaTb PasHble

naponu. Toraa ecnv Te6st B3OMAKOT, TO 3/10YMbILLIEHHUKM NOMYYaT AOCTYN TOMbKO
K 0JHOMY MECTY, a He BO BCE Cpasy.

ONeKTPOHHbIE AeHbIN

ONeKTPOHHbIE A€HbI — 3TO OYeHb YAO6HbIA CrOCO6 MaTexeld, OfHAKO CYLLECTBYHOT
MOLLIEHHWKM, KOTOPbIE XOTAT MOMYUYNTb 3TN IEHLIU.

ONEKTPOHHble AeHbIM MOSBUINCL COBCEM HEfaBHO M MMEHHO 13-3a 3TOr0 BO MHOTUX
rocyfapcTBax A0 CMX MOpP He NPOMMCaHO MPO HMX B 3aKOHAX.


https://%c2%bb

B Poccun e OHM (PYHKLUMOHMPYIOT M O HUX YXKE MPOMMCaHO B 3aKOHe, rae UX
pasfenstoT Ha HECKONbKO BWAOB - aAHOHUMHbIE U He aHOHMMHble. PasHMUAa B TOM, 4TO
aHOHVMHbIE - 3TO Te, B KOTOPbIX pa3spellaeTcsi MpPoBOAWTL onepauun 6e3 UaeHTUUKaLUm
MoMb30BaTENs, & B HEAHOHUMHBIX WAEHTU(UKALMM NOMb30BaTENS ABNSETCS 0653aTebHOMA.

Takke cneflyeT pasfmyarb 3/EKTPOHHbIE (PUaTHbIE AeHbrM (PaBHbl FOCYAAPCTBEHHBLIM
Ba/IHOTaM) U 3NeKTPOHHble HedmaTHble AeHbrn (He paBHbl FOCYAapCTBEHHbLIM Ba/ikOTaMm).

OcCHOBHble cOBeTbI N0 6e30MacHo paboTe C 3NEeKTPOHHBLIMU AeHbraMu:

1 TpuBsXK K cyeTy MOOGW/bHBIA TenethoH. ITO camblil YAOOHbLIN W ObICTPbIA CNOco6
BOCCTAHOBUTb OCTYN K cyeTy. lpvBsA3aHHbIN Tefe)OH MOMOXET, ecnu 3abynellb
CBOW NnaTeXHbI Naposb WK 3ainfellb Ha CailT C HE3HaKOMOTO YCTPOICTBA;

2. Vcnonb3yin ogHopasoBble naponu. llocne nepexoja Ha YCWIEHHYHO aBTOpM3auuto
Tebe y)Ke He OyfeT yrpoxaTb 0NacHOCTb KPaXKu Wy nepexsata NiaTeXXHoro napons;

3. Bblbepy CNOXHbIA naponb. [pecTynHukam OyfeT He MpoCTO yrafaTb C/OXKHbINA
naponb. HafexHble Naponn — 310 Naponn, KOTopble CoAepXaT He MeHee 8 3HaKOB U
BK/IIOHAOT B CeOSA CTPOYHbIE U NMPOMUCHbIE BYKBbI, LUM(PbI Y HECKObKO CYMBOJIOB,
TaKue Kak 3HakK fionnapa, yHTa, BOCKAMUATENbHbIV 3HaK 1 T.Mn. Hanpumep, StRONg!;;

4. He BBOAW CBOM /IMYHbIE AaHHbIE Ha CailTax, KOTOPbIM He [oBepsieLUb.

ONeKTpPOHHaA NoHTa

DNeKTpOHHasa noYTa — 3TO TEXHO/OIMS U NPefOCTaBNSiEMbIe €10 YCYr NO MEPECHIKE 1
MOMTYYEHUID 3MEKTPOHHBIX COOOLLEHWNIA, KOTOpPble pacnpedensitoTcs B KOMMbIHOTEPHON CETW.
OG6bIYHO  3MEKTPOHHbIN MOYTOBbI ALK BbIFNAAUT  CNeayowum 06pasom:

MMSi_NOoNb30BaTeENs@uMs_AoMeHa. Takke Kpome nepefjaynm MpocToro TeKcTa, MMeeTcs
BO3MOXXHOCTb Mepeaasath (haiisbl.

OCHOBHbIe COBETbI MO 6e30MacHoi paboTe C 3NEKTPOHHOWN NOYTON:

1 Hapgo BbI6bpaTb NpaBW/IbHBINA MOYTOBLIN CepBUC. B MHTEPHETe eCTb OrPOMHbIA BbIGOP
6ecnnatHbIX MOYTOBbLIX CEPBUCOB, O4HAKO /yulle JOBEPSATb TEM, KOr0 3Haellb W KTO
NEePBbLIA B PEATUHTE;

2. He ykasbiBail B IMYHOW MOYTE NNYHYIO MH(opMauuo. Hanpumep, nydwe BbiopaTb
«MY3blKabHbIN_haHaT@» nnn «pok2013» BMeCTO «TeMal3y;

3. Vicnonb3yin AByxaTarnHyo aBTopm3aumio. 3TO KOrja noMMMO Mapons Hy>XHO BBOAUTb
Kof, npucbinaemblii o SMS;

Bblbepn CcnoXHbIA Naponib. NS KaKA0ro novToBOro flMKa [LO/MKEH OblTb CBOM

HaZeXHbIiA, YCTONYMBbLIV K B3NOMY Napofb;

5. ECnn eCcTb BO3MOXHOCTb Hanucatb CaMOMY CBOW /IMYHBIA BOMPOC, UCMO/Mb3YWA 3Ty
BO3MOXXHOCTb;

6. Mcnonb3yli HECKONMbKO MOYTOBLIX ALWMKOB. [lepBblli AN YaCTHOM MEPenuckn ¢
afipecatamu, KOTOpbIM Tbl [OBepsiellb. 3TO 3/IEKTPOHHbIA  afpec He Hado
1CMOMb30BaTb MPU permcTpaummn Ha opymax u camtax;

7. He oTKpbiBain (haitnibl U Apyrve BOXKEHUA B MUCbMAax AaXKe eCn OHW NPULLAX OT
TBOUX fpy3eil. Jlyulle YTOUYHW Y HUX, OTNPaBAAAN I OHU Tebe 3Tu aiinbl;

Mocne OKOHYaHWMA paboTbl Ha MOYTOBOM CEepPBKCE Mepef] 3aKpbiTUEM BKIAAKW C
caliToM He 3abyfib HaXXaTb Ha «BbIATU».



KunbepbyMuHT nnn BUpTyanbHOE M3eBaTeNnbCTBO

KnbepOynMHr — npecniefoBaHne  COOGLLEHMSIMUA,  COZEPXKALLMMK  OCKOPBNIEHUS,

arpeccuio, 3anyruBaHue; Xy/MraHcTBo; COLManbHOe GOKOTMPOBAHME C MOMOLLbIO Pa3NYHbIX
WHTEPHET-CEPBMCOB.

OCHOBHble COBETbI N0 6opb6E C KNOGEPOYNNINHIOM:

1 He 6pocaiica B 60i. JlyyLumnii cnocob: NOCOBETOBATLCSA Kak cebs BECTU W, eCnv HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHayase YCMOKOWTbCA. Ecnm Tbl HauHelub
0TBeYaTb OCKOpPOMEHUAMW Ha OCKOPONEHMsA, TO TOMbKO elle 6O0/bLUE Pa3sOXOKeLLb
KOH(ANKT;

2. YnpaBsnsin cBoeil KnbeppenyTtauuei;

3. AHOHMMHOCTb B CeTW MHUMasA. CyLlecTBYHOT CMOCOObl BbIACHWTb, KTO CTOUT 3a
aHOHUMHBIM aKKayHTOM;

4.

He cTOMT BECTW XyNUraHCKUIA 06pa3 BUPTYasibHOM XU3HW. VIHTEpPHET (KCcMpyeT Bee

TBOM AEICTBUS U COXPAHSET UX. Y AannTb nX GyAeT KpaiiHe 3aTpyAHUTENbHO;

5. Co6ntofaii cBoii BUPTyarbHYH YeCTb CMO/OAY;

6. WrHopupyii eauHMYHbIA HeraTvB. OfAHOPa3oBble OCKOPOUTENbHbIE COOGLLEHMS
nyydule UrHopupoBaTtb. OBbIYHO arpeccus NpekpallaeTcst Ha HauyanbHoOl cTaauu;

BaH arpeccopa. B nporpavMmax 06MeHa MTHOBEHHbBIMW COOGLLEHVSIMU, B COLMANbHBIX

CETAX €CTb BO3MOXHOCTb G6/I0KMPOBKM OTMPaBKM COOGLLUEHWI A C OnpeaeneHHbIX

afpecos;

8. Ecnm Tl cBuieTenb KMbepOynnuHra. TBou [eiCTBMA:  BLICTYNWUTb NPOTUB
npecnegoBatens, MokasaTb €My, YTO €ro [AeiACTBMS OLEHMBAKOTCS HEraTMBHO,

nogaepXartb >KepTey, KOTOpOI7I HY>XHa TCKUXO0/Iornyeckasds MOMOLLb, COOGLLI,VITb
B3POC/ibIM O (*)aKTe arpeccmBHOro noeeaeHnA B CETU.

Mo6uAbHbIA TenedoH

CoBpeMeHHble CMapToHbl 1 NAaHWeTbl coaepxaT B ceGe BMOMHe B3POC/blid
(hYHKUMOHaN, W Tenepb OHW MOFYT KOHKYPMPOBaTb CO CTalMOHAPHbLIMW KOMIMbHOTEPAMU.
OfHaKo, CPeACTB 3aLUThI 4711 NOA0GHbLIX YCTPOUCTB NOKa O4YeHb Masio. TecTUPOBaHWUE U MOUCK

YA3BMMOCTE B HUX NPOMCXOAMT He TaK MHTEHCUBHO, Kak Ans MK, To e camoe KacaeTcs u
MOGW/bHBIX MPUNOXKEHWIA.

COBpeMEHHbIe MOOUNbHbIE 6pay3epb| YXXe MPaKTU4eCKN AO0rHasin HaCTO/IbHbIE aHasI0ru,

O[HAaKO paclUMpeHMe (YHKLMOHaNa BMeYeT 3a CO60 6OMbLUYID CMOXHOCTb M MEHbLLYHO
3ALLMLLEHHOCTb.

[aneko He BCe NPOW3BOAWUTENM BbIMYCKAOT 0BHOBMNEHUS, 3aKPbIBAIOLLME KPUTUYECKUE
YSI3BYMOCTU [1/11 CBOWX YCTPOIACTB.

OCHOBHbIe COBETbI A/ 6e30MacHOCTN MOOUBHOTO TesledhoHa:

1 Hwuuero He aBnsieTca No-HacTosemy 6ecnnaTHbIM. Byab OCTOpOXeH, Bedb Koraa
Tebe npeanaraloT GecnnaTHbli KOHTEHT, B HEM MOFYT OblTb CKpPbITbl KaKue-TO
naaTHble yCnyru,

2. [ywmaii, npexae yem otnpaButb SMS, hoTo nan BUAEO. Tbl TOYHO 3HaELLb, FAE OHM
OyfoyT B KOHEYHOM uTOre?

Heo6xoa1Mo 06HOBSTL ONEPaLMOHHYH CUCTEMY TBOEro CMapT(OHa;
4. \cnonb3yit aHTUBMPYCHbIE NMPOrpamMMbl 4151 MOBU/bHbIX TeNeOHOB;

w



5. He 3arpy>kail NpunoXxxeHns OT HEM3BECTHOrO MCTOYHMKA, Beflb OHU MOTYT COAepXaTb
BPeLOHOCHOe MporpaMMHoe obecrneyeHue;

6. TMocne TOro Kak Tbl BblifeWb C CaiTa, rhe BBOAW JIMYHYIO UHDOpMaumio, 3aian B
HacTpolikn 6paysepa 1 yaanu cookies;

7. Tepunognyeckn NpoBepsAn Kakue nnatHble YCyrn akTuBMpoBaHbl Ha TBOEM HOMEpE;

8 [aBaii cBOW HOMeEpP MOOWALHOIO Tened)oHa TOMbKO MHOASM, KOTOPbIX Thl 3HAELlb W
KOMy [J0BepsieLUb;

9. Bluetooth gomkeH ObITb BbIKIOYEH, KOrda Tbl MM He MoONb3yellbes. He 3abbiBaii
MHOr ia NPOBEPATb 3TO.

Online urpsl

CoBpeMeHHbIe  OHMAWH-Urpbl - 3TO KPacouHble, 3axBaTblBaOLLME PA3BNEYEHUS,
0ObEAMHSIOLLME COTHM ThICAY YeNloBeK MO BCeMy MMpY. VIFPOKM MCCNeaytoT AaHHbIA UM Mup,
06LLAOTCS APYT C APYFOM, BbIMOMHAIOT 3alaHus, CPaKatoTCs C MOHCTPAMU 1 MOMyYyatoT OnbiT.

3a YAOBO/ILCTBME OHW NNATAT. MOKYNakoT AWCK, OoniadvynBaroT abOHEMEHT MM npmo6peTa+0T
KaKHe-TO onunun.

Bce aTM cpeacTBa mayT Ha MOAAEPXKaHWE W pasBUTME WIPbl, a Takke Ha camy
6e30MacHOCTb:  COBEPLUEHCTBYHOTCA CUCTEMbI ABTOPU3ALMM, BbIMYCKAKOTCA HOBblE NaTunt
(umMdpoBbIe 3aNNaTKK /18 NPOrpaMm), 3aKpbIBatOTCS YS3BUMOCTY CEPBEPOB.

B I'IO,CI,O6HI:IX nrpax CTouUT onacatbCA HE CTO/IbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXKkn
TBOEro rnapond, Ha KOTOPoOM OCHOBaHa CUCTEMa aBTOPU3aLnin 60MbLINHCTBA urp.

OCHOBHbIe COBeTbI N0 6€30MacHOCTM TBOEr0 MIPOBOM0 aKKayHTa:

1 Ecnv gpyroi urpok BefeT cebsi naoxo unu cosgaet Tebe HeMnpUATHOCTM, 3a010KMPYI
ero B CMUCKe WrpOKOB;

Moxanyica afMWHMACTpaTopaM Wrpbl Ha MN10X0e MOBEAEHWe 3TOr0  Wrpoka,

XenaTteflbHO NPUNOXUTb KaKMe-TO JOKa3aTe/bCTBa B BUAE CKPUHOB;

He yKa3sblBail TMUHY0 UH(OPMaLMO B Mpodiaine Urpsbl;

YBaxaii Apyrvx y4aCTHUKOB MO Wrpe;

He ycTaHaBnmBall HeothuULmMaibHble NaTum u Mofpbl;

Kcnonb3yil CnoxHble v pasHble Naponu;

[axe BO BPeMsl UIpbl He CTOMT OTK/OYaTb aHTMBMPYC. IMoKa Tbl Wrpaellb, TBOVA
KOMMbIOTEP MOTYT 3apasuTh.

n

~No o~ w

OULLVHT UK KpaXKa NIMYHbIX JaHHbIX

OGbIYHOW Kpaxel [eHer W [OKYMEHTOB CErOfHS YXe HWUKOTO He YAMBULLL, HO C
Pa3BUTVEM  VHTEPHET-TEXHOMOTUIA  3/10YMBILLMIEHHUKA  MEPEMECTU/INCL B WUHTEPHET, U
MPOAOMKAIOT 3aHUMATHCA «/THBUMbIM» [E/OM.

Tak nossunacb HoBas yrposa: WUHTEPHET-MOLLUEHHUYECTBA WK d)MMMHF, rnaBHasa LEMb
KOTOPOro COCTOMUT B NONYyYEHUNU KOH(bVI,EI,EHLI,VIaIIbeIX AaHHbIX nosib3oBaTeneil — NOrMHOB W

naponeii. Ha aHrnuninickom s3bike phishing untaetca kak gumwmHr (ot fishing — pbi6Has noBns,
password — naporib).

OCHOBHbIe COBETbLI N0 60pb6E C PULLNHIOM:

1 Cnean 3a cBOMM akKayHTOM. Ecnm Tbl nofgo3peBaellb, YTO TBOA aHKeTa 6blna

B3/IOMaHa, TO HeoGXOAMMO 3a6/0KMPOBaTh €8 U COOBWMTbL agMMHMCTpaTOpam
pecypca 06 3TOM Kak MOXHO CKOpEE;



2. Wcnonb3yli 6e3onacHble BeO-CaiiTbl, B TOM 4MUCAe, WHTEPHET-MarasuHoB W
MOWCKOBbIX CUCTEM;

3. Ncnonb3yit CnoXHble W pasHble naponn. Takum 06pa3om, ecnv Tebsi B3nOMatoT, TO
3N0YMbILLNIEHHUKI NOAYyYaT AOCTYN TOMbKO K OfHOMY TBOEMY MPOGUIIIO B CETU, a HE
KO BCEM;

4. Ecnn Tebs B3nomanu, TO HeOOXOAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX,

KoTopble A06aBneHbl y Tebs B ApYy3bsX, O TOM, YTO Tebs B3NOMann 1, BO3MOXHO, OT

TBOEro MMeHM ByAeT pacchbinaTbCs Cnam U CCbINIKA Ha (ULLNHIOBbIE CalThbl;

YcTaHoBU HaaexHbIin naponb (PIN) Ha MOGU/bHBIA TeneoH;

OTKNHOUYM COXpaHeHWe Napons B 6paysepe;

He oTKpbiBali (haiinbl 1 Apyrue BAOXKEHMS B NCbMax AaXKe eClM OHW MPpULIN ot

TBOMX Apy3ei. Jlyylue YTOUHM Y HUX, OTNPaBASAAN NN OHK Tebe 3T (ainbl.

~No o

Lingpposas penyTauus

LincdpoBasi penyTauusi - 3T0 HeraTUBHas WAKM NO3WUTMBHAsS MH(OPMALMS B CETU O Tebe.
KomnpomeTupytowass MHpopMaUys pasMelleHHast B MHTEPHETE MOXET Cepbe3HbIM 06Pa3oM

OTPasuUTLCA Ha TBOEM peasbHOM XU3HW. «LlndpoBas penyTtauus» - 3T0 TBOW UMUAXK, KOTOPbIiA
thopMupyeTcst U3 MHGopMaLnK O Tebe B UHTEPHETE.

TBOE MecTO XUTeNbCTBA, yqe6b|, TBOE (*)I/IH&HCOBOG MoMoXeHne, 0CO6EHHOCTU XapaKTepa
M pacCkasbl O 6M3KMX - BCE 3TO HaKan/MBaeTCs B CETU.

MHoOrve nogpoCTKN NErKOMbICIEHHO OTHOCATCA K My6nMKauum MYHON H(opmauumn B
WNHTepHeTe, HE MOHMMAs BO3MOXHbIX MOCNEACTBUIA. Thbl AaXe He CMOXeLlb [orafaTbCa 0 TOM,
yTo (hoTOrpagms, pasmeLLieHHas 5 neT Hasad, CTasia NPUUYNHOM 0TKasa NPUHATL Tebs Ha paboTy.

KomMeHTapuK, pasmelleHve TBOMX hoTorpaduiAi 1 Apyrue [AeicTBus MOryT He
NCYE3HYTb AaXe MNoc/fe TOro, Kak Tbl WUX YyAamwb. Tbl He 3Haelb, KTO COXpaHUn 3Ty
MHhopMaLMio, Nonana /v OHa B MOWCKOBbLIE CUCTEMbI M COXPaHWMACh /N OHA, a FMlaBHOE: YTO
nogymatoT 0 Tebe OKpy>KatoLlee NtoAW, KOTOopble HalgyT v yBUAAT 3T0. HaliTu nHopmaumio
MHOTFO NIeT CMyCTS CMOXET MH60A - Kak K3 A00pbIX MNOOYXAEHWA, TaK U C HamMepeHUeM
MPUYUHUTL BPed. STO MOXET ObITb KTO YrOAHO.

OCHOBHble COBETbI M0 3aLLMTe L(POBOIA penyTauum:
1 [Mopymaii, npexxae 4em 4yTO-TO Ny61MKOBaTh W MepefaBaTb Yy cebs B 6nore win B
COLManbHON CeTu;

2. B HacTpoiikax npoguns yCTaHOBW OrpaHWUYeHUs Ha MPOCMOTP TBOEro NPOguAs 1 ero
COAEPXKMMOT0, CAeNaii ero TONbKO «ANs Apy3ei»;

3. He pa3mewain 1 He yKasbliBali MHOPMALMIO, KOTOpass MOXET KOro-mbo ockop6nsTb
NN 06MXKaTb.

ABTOpCKOe npaBso

CoBpeMeHHble  LIKOMbHWKW- aKTWBHble M0/b30BaTeNM  LMAPOBOro  MPOCTPAHCTBA.
O[HAaKO AaneKko He BCE 3HAMOT, YTO MO/b30BaHME MHOFMMI BO3MOMXHOCTSIMM LIMAPOBOIO Mupa
TpebyeT co60AeHNs NPaB Ha MHTENNEKTYabHY0 COGCTBEHHOCTb.

TepMUH «MHTENNeKTyanbHass COOCTBEHHOCTb» OTHOCMTCS K Pa3/IMYHbIM TBOPEHWSIM
Ye/oBEYECKOro YMa, HauyMHas C HOBbIX M300pPETEHNIA 1 3HAKOB, 0603HaYatoLLMX COBCTBEHHOCTb

Ha NPOAYKTbl W YCAYrM , W 3aKaHuMBas Kumramu, hoTorpagmsaMu, KuHoduabMamu U
My3bIKa/IbHbIM MPOU3BEAEHUSMM.



ABTOpCKME NpaBa - 3TO MpaBa Ha MHTENNEKTYalbHY COGCTBEHHOCTb Ha NPOU3BEEHNS
HayKW, NUTepaTypbl 1 UCKYCCTBa. ABTOPCKMe MpaBa BbICTYNatOT B Ka4eCTBE rapaHTUM TOro, YTo
VHTENNEKTYaNbHbIA/TBOPYECKMIA TPy, aBTOpa He GyAeT HampacHbIM, AacT emy CrpaBef/Bble
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, MofyuuTb W3BECTHOCTb M MPU3HAHWE.
HWKTO 6e3 paspeLLeHMs aBTOpa He MOXET BOCMPOU3BOAUTL Er0 MPOU3BELEHINE, PACNIPOCTPAHAT,
ny6AnYHO [eMOHCTPMPOBaTb, NPOAaBaTb, MMMOPTMPOBATb, MyCKaTb B MPOKAT, My6/MYHO
MCMO/HATb, NOKa3bIBaTb/UCNONHATL B 3(Mpe Unn pasmeLlaTb B VIHTepHeTe.

Mcnonb3oBaHWe «MMPaTCKOro» NPOrpaMMHOro 06ecrneyveHns MOXET NPMBECTU K MHOFM
pUCKaM: OT MOTEPU [aHHbIX K TBOMM aKKayHTam [0 G/IOKMPOBKM TBOEro YCTPOICTBa, rae
YCTaHOB/EHHbIA He neranbHas nporpamma. He CTOMT Takke 3a6blBaTb, UTO CyLLECTBYET
nerasibHble U 6ecnnaTHble NPOrpaMMbl, KOTOPble MOXHO HaliTU B CETMW.

O nopTane

CeTeBMYOK.p - TBON T[NaBHbIA COBETYMK B CETW. 34eCb Tbl MOXeLWb Yy3HaTb O
6e30MacHOCT! B CETU MOHATHBLIM W JOCTYMHbIM A3bIKOM, & MPU BO3HUKHOBEHWM KPUTUYECKON
CUTyaumm 06paTUTLCA 3a COBETOM. A TakXe MPUHATL yyacTWe B KOHKypCax W CTaTb CaMblM
LMpOBbIM FpaXxaaHUHOM!



